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E000180
SES-T/C-20070404-00442 Stratos Offshore Services Company E950150
E950149
E960147
E950136
E950135
SES-T/C-20070404-00443 Stratos Offshore Services Company E980235
B. Parts 2, 27, 90 and 101-Wireless Licenses:
File Number: Licensee: Lead Call Sign:
0002961737’ Stratos Offshore Services Company WPNAG687

IV. APPLICATION FOR ASSIGNMENT OF ACCOUNTING AUTHORITY STATUS:

Form Number: Holder: AAIC Number:
FCC 44 Stratos Mobile Networks, Inc. USo9

! By amendment filed April 27, 2007, Applicants amended this application to add 31 additional call signs for
microwave licenses to be transferred to the Trust. These 31 licenses were included in an assignment of licenses
from Chevron USA Inc., Sola Communications, L.L.C., and Devon Energy Corporation {the Chevron Assignment)
to Stratos Offshore, to which the Commission consented on March 3, 2007. Applicants state that they filed the
pending Transfer of Control application on April 5, 2007, afier the Commission’s consent to the assignment but
before the transaction could be consummated. As a result, Applicants note that they could not include the 31
licenses in the Application. Now that the Chevron Assignment transaction has been completed, the Applicants have
added the additional cail signs.
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APPENDIX B

Agreement between Applicants and Executive Branch Agencies
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Before the
FEDERAL COMMUNICATIONS COMMISSION
Washington, D.C. 20554

ISP-PDR-20070405-0006

In the Matter of } WC Docket No. 07-73

y DAQ1-2257
Stratos Global Corporation, Transferor )

) File Nos.
Robert M. Franklin, Transferes ) ITC-TAC-20070405-00133

y ITC-TC-20070405-00135
Transfer of Control of ) ITC-T/C-20070405-00136
Stratos Global Corporation's ) SES-T/C-20070404-00440
FCC-Authorized Subsidiaries ) through -00443

) 0002961737 and

)

)

)

PETITION TO ADOPT CONDITIONS TO
AUTBHBORIZATIONS AND LICENSES

The Department of Justice (“DOT), including the Federal Bureau of Investigation
(“FBI™), and Department of Homeland Security ("DHS"), {collectively, the “Agencies”), submit
this Petition to Adopt Conditions to Authorizations and Licenses (“Petition™), pursvant o
Section 1.41 of the Federal Communications Commissioe {“FCC" or “Commission”) ruies.}
Through this Petition, the Agencies advise the Commission that they have no objection to. the
Commission approving the transfers sought in the above-referenced proceeding, provided that
the Commission conditions its approval on the agreement of Stratos Global Corporation and
other Stratos entities {collectively “Stratos™), Robert M. Franklin, and CIP Canada Investment,
Inc., to abide by the commitments and undertakings set forth in the Amendmeat No. 1
(“Amendment™} to the August 7, 2001 Agreement between Siratos and the Department of Justice

and FBI (“August 2001 Agreement™), both of which are attached hereto.

! 47CFR §141.
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In the above-captioned proceedings, the applicants have petitioned the
Commission. among other thinps. for consent to transfer control of authorizations under Section
214 of the Communications Act of 1934, as amended, currently held by Stratos Global
Corpotation and its subsidiaries, to Robert M. Franklin_ trustee.

The Commission has loag recognized that law enforcement, national secusity and
public safety concerns are part of its public interest analysis, and has accorded deference to the
views of other U S. povernment agencies with expertise in those areas. See¢ Jn the Matrer of
Comsat Corporation d/b/a Comsat Mobile Communications, etc., 16 FCC Red. 21,661, 217079
04 (2001). In regard to Stratos, the Commission has already considered and granted an earlier
“Petition to Adopt Conditions™ filed on August 9, 2001 by the Department of Justice and FBIL,
seeking to condition the authorizations and licenses granted to Stratos in that proceeding upon
compliance with the August 2001 Agreement. See id ar 21714 9122, The Amendment
reaffirms the August 2001 Agreement, specifies new parties including but not hmited to DHS,
amd specifies new commitments, including among other things, a commitment by the transferee
not to interfere with or impede Stratos’ continued adherence to the Angust 2001 Agreement and
the updated implementation plan.

After discussions with representatives of the applicants in connection with the
transfer request, the Agencies have concluded that the additional commitments set forth in the
Asnendment will continme to help ensure that the Agencies and other entities with responsibitity
for enforcing the law, protecting the national security, and preserving public safety can proceed
appropriately to satisfy those responsibilities. Accordingly, the Agencies advise the Commission
that they have no objection on those grounds to the Commission granting the above-referenced

requests for transfer of control provided that the Commission conditions its consent on
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compliance by Stratos with the commitments set forth in the Amendment.
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The Agencies are authorized to state that the Applicaats do not object to the grant

of this Petition to Adopt Conditions.

iS¢

Sigal P. Mandelker

Deputy Assistant Attorney General
Criminal Division

United States Department of Justice
0950 Pennsylvania Avenue, N.W.
Washington, DC 20530

(202) 305-8319

8/

Elzine N. Lammert

Deputy General Counsel
Federal Bureau of lnvestigation
923 Pemmsylvania Avenue, N'W.
Washington, DC 20532

(202) 324-1530

August 30, 2007

Respectfully submitted,

/8!
Stewart A Baker
Assistant Secretary for Policy
U.S. Department of Homeland Secunty
3801 Nebraska Avenue, N.W.
Washington, DC 20528
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Amendment No. 1

THIS AMENDMENT NO. 1 (hereinafter “Amendment™) to the Agreement dated August 7, 2001
(“Agreement”), by and between Stratos Communications, Inc. (previously MarineSat
Communications Network, Inc.), and Stratos Mobile Networks (USA) LLC (collectively,
“Stratos Parties™) and the Department of Justice {*DOJ") and the Federal Burean of Investigation
(“FBI") {collectively with the Stratos Parties, “the 2001 Signatories”), a copy of which is
attached as Exhibit A, is hereby agreed by and between the 2001 Signatories, Robert M. Franklin
(“Trustee™), CIP Canada Investment Inc. (“‘CIP Canada™), Stratos Mobile Networks, Inc. and the
Department of Homeland Secunty (“DHS™) (collectively “the 2007 Signatories™). This
Amendment is effective as of the date of the last signature hereto (“Effective Date™).

WHEREAS the 2001 Signatories desire to enter into this Amendment to add parties to the
Agreement, to add commitments by the Trustee and CIP Canada in connection with a proposed
transaction 1o be effective if such transaction is consummated, and to clarify the obligations of all
signatories under the Agreement, as of the Effective Date;

WHEREAS CIP UK Holdings Limited (“CIP UK™), its subsidiary CIP Canada, and Stratos
Global Corporation (“Stratos Global™) have entered into a2 Plan of Arrangement effective March
19, 2007, which provides that upon receipt of regulatory approvals including by the FCC, all of
the issued and outstanding shares of Stratos Global will be transferred to a Canadian trust created
by CIP Canada;

WHEREAS CIFP Canada and the Trustee have entered into a Trust Agreement effective April 2,
2007, which provides for an irrevocable trust (“Trust”™) giving the Trustee legal title to the Stratos
Global shares, until either the dissolution of the Trust, or the removal of the Trustee and
reptacement by a successor at the election of CIP Canada following (i) a finding by an
independent party that the Trustee has engaged in malfeasance, criminal conduct, or wanton or
willful neglect, or (ii) a judgment of incompetence by a court of competent jurisdiction, either of
which would require regulatory approval;

WHEREAS the Trust Agreement also provides that the Trustee has a fiduciary duty to manage
the Stratos Global shares for the benefit of CIP Canada, that the Trustee does not have authority
to sell, transfer, assign, or otherwise dispose of the Stratos Global shares during the trust period,
that CIP Canada will have no legal control over, or operational responsibility for, Stratos Global
prior to the dissolution of the Trust, and whereas the Stratos Global Board of Directors and
Stratos management retain operational responsibility for Stratos Global notwithstanding the
Trust Agreement and the Plan of Arrangement; and

WHEREAS, the Trust Agreement provides that, subject to receipt of regulatory approval, the
Trust will dissolve on or before April 14, 2009 and the Trustee will transfer legal title to the

Stratos shares to CIP Canada, or to a third party in the event Inmarsat Finance does not exercise
its call option to acquire CIP UK.

NOW, THEREFORE, in consideration of the promises, terms and conditions of this
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Amendment, and for other consideration, receipt of which is hereby acknowledged, the 2007
Signatories hereby agree as follows:

SECTION 1. This Amendment ig entered into pursuant to Section 7.7 of the Agreement.

SECTION 2. The Agreement shall be amended as of the Effective Date such that Stratos Mobile
Networks, Inc. is hereby added as a signatory and party to the Agreement with all of the full
rights, benefits and obligations of the Stratos Parties,

SECTION 3. The Agreement shall be amended as of the Effective Date such that DHS is hereby
added as a signatory and party to the Agreement with all the rights, benefits and obligations of
DOJ and FBI.

SECTION 4, During the period between the Effective Date and either the dissolution of the
Trust or the resignation or removal of Trustee, Trustee undertakes the obligation not to interfere
with or impede the ability of the Stratos Parties or Stratos Mobile Networks, Inc. to discharge
their obligations under the Agreement.

SECTION 5. During the period between the Effective Date and the purchase of the issued and
outstanding shares of Stratos Global by a third party, pursuant to regulatory approval, CIP
Canada undertakes the obligation not to interfere with or impede the ability of the Stratos Parties
or Stratos Mobile Networks, Inc. to discharge their obligations under the Agreement.

SECTION 6. The Agreement shall be amended as of the Effective Date, to modify Section 7.12
by adding the following addresses:

Department of Homeland Security
Assistant Secretary for Policy

Email: ip-fece@dhs. gov

Robert M. Franklin, Trustee
34 Plymbridge Crescent
Willowdale, Ontario

M2P 1PS Canada

CIP Canada Investment Inc,
Suite 600, 570 Queen Street
Fredericton, New Brunswick
E3B 626 Canada

with copies to:

James D. Scarlett
Torys LLP

[O8 )
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Suite 3000

79 Wellington Street West

Box 270, TD Centre

Toronte, Ontario

MSK 1N2 Canada

Counsel for Robert M. Frankiin, Trustee

Patricia J. Paoletta

Harris, Wiltshire & Grannis LLP

1200 18th Street, N'W._, Suite 1200
Washington, D.C. 20036-2516

Counsel for CIP Canada Investment Inc.

and

Laura Fraedrich

Kirkland & Eilis LLP

655 15th Street, N.W.

Washington, D.C. 20005-5793

Counsel for CIP Canada Investment Inc.

In addition, the following address is hereby substituted for the Stratos Mobile Networks (USA)
LLC address in Section 7.12:

Stratos Communications, Inc,

Stratos Mobile Networks (USA), LLC
Stratos Mobile Networks, Inc.

6901 Rockledge Drive, Suite 500
Bethesda, MD 20817

SECTION 7. Except as provided in this Amendment, all terms of the Agreement remain in full
force and effect. This Amendment may be signed in any number of counterparts, each of which
shall constitute an original and all of which shall constitute one and the same agreement.

SECTION 8. The Stratos Parties, Stratos Mobile Networks, Inc., DOJ, FBI, and DHS further
agree pursuant to Section 1.2 and 7.7 of the Agreement to an Amended Implementation Plan
dated ___ , 2007, a copy of which is attached hereto as Exhibit B. For clarificalion, the
Amended Implementation Plan is confidential and will not be attached to any public filing of this
Amendment.

[Remainder of this Page Intentionally Left Blank; Signature Pages follow]

59



Federal Communications Commission FCC 07-213

This Amendment is Executed on behalf of the 2007 Signatories:

Department of Justice

Date: By:
Sigal Mandelker

Deputy Assistant Attomey General
Criminal Division

Department of Homeland Security

Date: By:
Stewart A. Baker
Assistant Secretary for Policy

Federal Bureau of Investigation

Date: By:
Elaine N. Lammert
Deputy General Counsel

Stratos Communications, Inc.
Stratos Mobile Networks (USA) LLC
Stratos Mobile Networks, Inc,

Date: By:
James,
Chi x¢phtive Officer

Robert M. Franklin, Trustee

Date: By:
Robert M. Franklin
Trustee
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CIP Canada Investment Inc,

Date: By:
Johannes Jacobus (Hans) Lipman
Chairman and Director
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This Amendment is Executed on behalf of the 2007 Signatocies:

Department of Justice

si .
© Deputy Assistant Attorney Genaral

Departraent of Homeland Security

Date: ' By:
Stewsrt A, Baker
mmfwrdicy

_ Federal Buresu of Investigation

Dade: __R/14/2007 By Cgrsen W C¥era &“‘J
Elaine N, Lammert
Deputy General Counsel

Strates Coramunications, Inc.
Strates Mobile Networks (USA) LLC
Strates Mobile Ne¢works, Inc, -
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This Amenlment is Executed on behalf of the 2007 Signatories:

Date:

Date; PU}-&"‘”I

Date:

Date:

Date:

Department of Justice

By:
Sigal Mandelker

Deputy Assistant Attorney General
Criminal Division

Department of Homelund Security

By __ &7 InXN
Stewanrt A. Baker
Agsistant Secretary for Policy

Federal Bureaw of Investigation 7

By,
Flaine N. Lammert

Deputy General Counscl

Strates Communications, [nc.
Strates Mobile Networks (USA) LLC
Stratos Mobile Networks, inc.

Robert M. Franklin, Trustee

By:
Robert M. Franklin
Trustee
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This Amendment is Executed on behalf of the 2007 Signatories:

Date:

Date:

Date:

Date;

Department of Justice

By:
Sigal Mandelker

Deputy Assistant Atorney General
Criminal Division

Department of Homeland Security

By:
Siewart A, Baker
Assistant Secretary for Policy

Federal Burean of Investigation

By.
Elainc N. Lammert
Deputy General Counse!

Stratos Communications, Inc.
Stratos Mobile Networks, Inc.

By:
James J. Parm
Chief Executive Officer

Robert M. Funklin_‘,_ Trustee

By: -
Robert M. Franklin
Trustee
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Exhibit A

Agreement dated August 7, 2001
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This Agreement is made this_T°_day of August, 2001 by and between: MarineSat
Communications Network, Inc. and Stratos Mobile Networks (USA) LLC (collectively,
“Stratos™), and the U.S. Department of Justice {"DOJ"} and the Federal Burean of [nvestigation
(“FBI™) (collectively with all other parties hereto, “the Parties™). This Agreement is effective as
of the date of tast signatwe affixed hereto,

RECITALS

WHEREAS, the U.S. telecommunications system is essential to the U.S. economy and 0 U.S.
national security, law enforcement, and public safety;

WHEREAS, the U1.S. government cousiders it critical to maintain the viebility, integrity and
sceurity of the U.S. telecommunications system (see, e.g.. Presidential Decision Directive 63 on
Critical Infrastructure Frotection);

WHEREAS, the U.S. govemment considers it critical to ensure the confidentiality of its lawfully
anthorized surveillance and related activities, and to ensure the confidentiality of Classified,
Controlicd Unclasaified, and Sensitive Information;

WHEREAS, Stratos cutrently provides service 1o Inmarsat mobile erth terminals ("METs™)
outside of the United States, and has filed with the Federal Comtmmications Commission
(“FECC™) license applications under Sections 214 and 310(b) of the Communications Act of 1934,
as amended, to provide service 1o METS inside the United States (see Application Pursuani 1o
Sectlon 214 for Authority to Provide Domestic Land Mobile Services Using the inmarsar Lid,
Sarellite System, File No. SES-MSC-20010220-00349, Applications for Blanket Licenses 1o
Operate Mobile Earth Terminals with Non-U.X Licensed Satellites, File Nos, SES-LIC-
20010221-00360; SES-LIC-20010221-00361; SES-LIC-20010221-00362; SES-LIC-20010221-
00363, Application for Section 214 Authority 1o Provide inmarsat M# Services, File No. SES-
MBSC-20000426-0086 1, and Application for Blanket Authority to Operate Mobile Earth
Terminais, File No. SES-LIC-20000426-00630);

WHEREAS, MarineSat Conmmunications Network, Inc. db'a Stratas Communications is 100
percent owned by Stratos Holdings, Inc., a Delaware holding corporation, which is in tum 100
percent owned by Stratos Global Corp., which hes its principal place of business in Toronto,
Ontario, Canada and i3 65 percent indirectly owned by Aliant, Inc., a Cansdian holding company
with its principel place of business in Saint John, New Brunswick, Canada;

WHEREAS, Stratos Mobile Networks (USA) LLC is a Delaware-registered limited fiability
corporation 91 percent owned by TH Aeronautical Corp. (“TTIA™) and & percent owned by DB
Mobile Communications, Inc., which is in tum 100 percent owned by TIIA. THA is 100 percent
owned by Stratos Wireless, Inc., which has its principal place of business in Saint John's.
Newfoundlond, Canada and is in turn 100 perceni owned by Stratos Global Corp.. which has its
principal place of business in Toronto, Ontario, Canada,
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WHEREAS, Swratos has met with the FBI and DOJ wo discuss the proposed services and the
government's responsibilities conceming national security, law enforcement and public safety.
in these meetings, Stratos advised: () that some of the Domestic Communicatioas Infrasaucture
Stratos would employ (e.g., satellite guteway earth stations) to route Domestic Communications
are located outside the United States; (b) that the Domestic Communications Infrasmuciure that
is located owside the United States is located for bong fide commercial reasons; (c) that Strazos
plans to roue all Domestic Communications through a Point of Presence physically locsted in
the United States, from which the government can conduct Electronic Surveillance pursuant o
U.S. Lewful Process; and (d) that Stratoe’ Domestic Communications Infrastructure within the
Unived States carzrently consists of the Nonel MMCS switch {snd related munking equipment)
located in the Stratos facility at $ Telaport Drive, Siaten Island, New York, which is also Stratos’
carrent Point of Presence within the United States;

NOW THEREFORE, the Parties are sntering inw this Agreemnent 10 address natiopal security,
law enforcement, and public safery concemy,

ARTICLE I: INFORMATION STORAGE AND ACCESS

1.1 Pojntof Presence: Pursuant to the Stratos Implementation Plan, Domestic
Communications shull be routed through 2 Poim of Presence, which is a network switch
under the control of Stratos and is physically located in the United States, fom which
Electronic Surveillsnce can be conducted pursuant o Lawful 11.S. Process. Stratos will
provide kechnical or other assistance to facilitate such Electronic Surveiliance.

1.2 Siratos Implemeniation Plan: Centaln of the rights and obligations of the Pastics are set
forth in further detail in an implementation Plan dated Augest 7 , 2001, which is
consistent with this Apeement. Stratos shall comply with the lmplementation Plan,
which may be amended from time to {ime pursuont to Section 7.7.

1.3 CPNI: Strmos shall comply with all applicable FCC rules and regulstions governing
. accese to and gtorage of Customer Proprictary Network Information (“CPNI™), a defined
in 47 U.S.C. § 222(ix1).

1.4 Compliance with Lawful U.S. Procegs: Strazoe shall take afl practicable sieps to
configure its Domestic Comununications Infrastructure such that Stratos is capable of

complying, and Siratos employees in the United States will have unconstrained authority
to comply, in an effective, efficient, and mimpeded fathion, with Lawfisl U S, Process,
the orders of the President in the exercise of hishert suthority under § 706 of the
Communications Act of 1934, as amended (47 U.5.C. § 606), and under § 302{e) of the
Aviatton Act of 1958 (49 U.S.C. § 40107(b)) and Executive Order 11161 (a5 amended by
Executive Order 11382), and National Secarity and Emergency Preparedness rules.
regulations and orders issued pursuant to the Communications Act of 1934, s amended
(47 US.C. § 151 et seq.).

[ ]
.
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1.5

i X

1.7

L8

ormetjon : Stratos shall make gvailable in the United Stutes:

(i) stored Domestic Cotnmumications, if such communications are stwred by or on hehalf
of Stretos for any reason;

(ii) any Wire Communications or Electronic Communications {including any other type
of wire, veice or electronic communication pot covered by the definitions of Wire
Communicatian or Electronic Communication) received by, intended 1o be received
by, or stored in the sccoum of 2 Stratos U.S.-Licensed MET, or routad to Stmios’
Point of Presence in the United States and stored by or on behalf of Stratos for any
reason;

(iii)Transactional Data and Call Associated Data relating to Domestic Communications,
if such information is stored by or on behalf of Stratos for any reason (although all
Partics recognize that Stratos cwmrently does nol store such information except as part
of billing records);

(iv)billing records relating to Stratos customers or subscribers for its U.S. Licensed
METs, Sirstos customers and subscribers domiciled in the Uniied States, of Suatos
castomers and subscribers who hold themselves out as being domiciled im the United
Stauzs, as well as billing records related to any call rouied through Straks’ Point of
Presence in the Unired States, if such information is stored by or on behalf of Stratos
for any reason, for so long as such records ave kept pursuam to applicable U.S. law or
this Agreement; and

{¥) Subscriber information ¢omecuang Stretos custonsers or subscrbers for its U.S.-
Licensed METs, Stratos customers or subscribers domiciled in the Unised States, or
Stralos customers or subscribers who hold themselves out ag being domdciled in the
United States, as well as Subscriber Information related to any call routed through
Stratos’ Point of Presence in the United States, if such information is stored by or on
behalf of Stratos for'any reason.

Storage Pursugnt 1p 18 11.S.C. § 2203(1): Upon a raquest made pursuant te 13 US.C. §
2703{f) by a governmental entity within the United States to preserve any of the
information enumerated in Seciion 1.5, Stratos shall store such preserved records or other
evidence in the United States,

Mandarory Destruction: Stratos shall talee ail practicable s1eps to stope the data and
communications described in Section 1.5 in 2 manner not subject 10 mandatory
destruction under sny foreign Jaws, if such dawa and commuaieations are siored by or on
behalf of Styatos for any reason. Except for strictly bona fide commercial reasons, such
data and communications shall be stored in the United Stares,

Billing Records: Stratos shall store for at [east eighteen (13) months alt bifling records
mairtained for 2 U.S-Licensed MET.
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1.9

1.10

1.1

21

22

Communications of a I}.5.-Licensed MET: No communications of a {1.5.-Licensed MET
shall be mouted outside the Unuted States except for strictly dona fide commercial reasons,

Communications of a Non-13.8 -Licenzed MET: Electronic Surveiflance pursusmt to
Lawful U.S, Process of a Noa-U.S.-Licensed MET shall be conducted pursuant 1o the
Statos Implementaton Plan.

Domestic Communications [nfrastructure: Except for strictly doma fide commercial
teasons, Domestic Communications Infrastructure shall be located in the United States

and shall be directed, controlled, supervised and managed by Stratos.

Compliance with 11.S. Law: Nothing in this Agrecment shall excuse Stratos from any
obligation it may have 10 compiy with U.S. legal requirements [0 the retention,
preservation, ot production of such information or data. Similarly, in any action to
enforce Lawful U.S. Process, Strates has not waived any fegal right it might have to resist
such process.

ARTICLE II: NON-OBJECTION BY DOJ AND FBI TO GRANT

OF LICENSES TO STRATOS
Nen-Objection to Current Application: Upon the exccution of this Agreemen by ali the

Parties, the FBI and DOJ shall promptly notify the FCC that, provided the FCC adopts 2
condition substantially the same as set forth in Exhibit A atached hereto, the FBI and
DO have no objection to the FCC's grant or approval of Strates” applications
{Application Pursuant 1o Sectian 214 for Authority to Provide Domestic Lond Mobile
Servicey Using the Inmarsat Lid Sotellite System, File No, SES-MSC-20010220-00349,
Applications for Blanket Licenses to Operate Mobile Egrih Terminois with Now-U.S,
Livensed Sctallites, Fite Nos. SES-LIC.20010221-06360; SES-LIC-20010221-00361;
SES-LIC-20010221-003462; SES-LIC-20010221-00363, Application for Section 2)4
Authority to Provide Inmarsct M4 Services, File No. SES-MSC-20000426-00361,
Application for Blanket Authority to Operaie Mobile Earth Terminals, File No. SES-LIC-
20000426-00630, and Application Lursuani to Section 214 for Awthority fo Provide
Domestic Aeronadical Mobile Satellhe Services via the Inmarsat System, Eide No. 1TC-
214-19981214-00859).

Non-Obiection to Future Applications: The FBI and DOJ agree not to object, formally or
informally, wo the grant of any other FCC application of Stratos for & license under Titles
13 and 1§} of the Communications Act of 1934, as amended, to provide service 10 and
operate METS in the United States for communications via the Inmarsst Space Segment,
provided it such application makes clear that the terms and conditions of this
Agreement and the fmplementation Plan shall apply to any license issued pursuant o that
application. Nothing in this Agreement shall preclude the DOJ or the FB! from opposing,

k-
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* I3‘2

33

formally oz informaldly, a FCC application by Stratos to transfer it license{z) to a third
party.

ARTICLE 1]1: SECURITY OFFICE

Locatiop of Security Office: Stratos shall maintain within the United States a security
office. Sivatea shall within the security office:

(i) take appropriate measures to prevent unauthorized aceess to data or facifities that
might contain Classified Information or Sensitive Information;

(i) assign 1.5, citizens, who meet high standards of trustworthiness for maintaining the
coafidentiality of Sensitive Information, to positions that handle or that regularly deal
with information identifiable o such person as Sensitive Informarion;

{Hiiyupon request from the DOJ or FBI, provide the name, social security pumber, and
date of birth of each person who regularly handles or deals with Sensitive
Information;

(iv)require that personne! handling Classified Information shali have been granted
appropriate security clearances;

(v) provide that the points of contact deseribed in Section 3.6 shall have sufficient
authority over any of Stratos’ employees who may handle Ciassified Information or
Sensitive Information to maintain the confidentiality and security of such information
in accordance with applicable U.S. begal suthocity and the terms of this Agreemeny;
and

{(vi)maintain sppropriately secure facilities {e.g., offices) for the handling and storage of
any Classified Information and Sensitive Information.

Measures to Prevont Impsoper Use oc Access: Stratos shall take reasonable measures to
prevent the use of or access to Siratos’ equipment or facilities to conduct Electronic
Surveillance in vioiation of any U.5. derl, siate, or local law o the terms of this
Agreement. These measures shall take the form of technical, orgenizationsd, personnet-
related policics and written procedures, necessary implementation plans, and physical
security measures.

Access by Foreion (Jovernment Authorities: Stratos shall noi provide access 10 Dornestic
Communications, Call Associaed Data, Transactional Data, or Subscriber Information
stored in the United States to any person, if the purpose of such access is to respond to
the legal process or the request of or on behaif of a foreign government. idegrified
representative, or a component or subdivision thereof. withow the 2xpress wiitten
consent of the DOJ or the suthorization of 2 cowrt of competent junisdiction in the United
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34

States. Any requests or submission of legal process described in this Section shall be
reported to the DOJ as soon as possible and in no event later than five (5) business days
after such request or legal process is received by Stratos, unless the disclosure of the
request or legal process would be in viclation of an order of a court of competent
Jjurisdiction within the United States. Stratos shwll take reasonable measures ie ensure
that it will {eam of all such requests or submission of legal process described io this
Section.

Disclosure to Foreigm Government Authorities: Straros shall not, directly or indirectly,
disclose or permit disclosure of, or provide access to:

(i) Classified or Sensitive Information, ot

(i) Subscriber Information, Transactional Data, Call Associated Data, or 2 copy of any
Wire Commumication or Electropic Commumication intercepted or acquired pursuant
to Lawiul US. Process

to any foreign government or a component of subdivision thereof without satisfying all
applicable U.S. federal, state and Socat legal requirements pertinent thereto, and obtaining
the express written consent of the DOJ or the authorization of a court of compesent
jurisdiction in the United States. Stratos shall notify the DOJ of any requests ot any legal
process submitted 1o Stratos by a foreign goverament o a component or subdivision
thereof for communications, data or information identified in this paragraph. Stratos
shall provide such potice to the DO as soon as possibie and ia no event later than five (5)
business days afier sich request or legal process is received by Stratos, unless the
disclosure of the request or legal process woukd be in violation of gn order of 2 cowt of
competent jurisdiction within the United States. Strains shall take reasonable measures 1o
ensure that it will feam of all such requests or submission of legal process described in
this Section.

Notification of Access or Disclosure Requests: Stratos shall notify DOJ in writing of
legal process or requests by foreign non-goveramental entities for acoess o or disclosure
of Domestic Communications unless the disclosure of the legal process or requests would
be in violation of an order of a court of competent jurisdiction wiihin the United Stares.
Stralos shall provide such nelice to the DO! no kaier than ainety (%0) days afier such
request or legal process is received by Stratos, unless the disclosure of the request or legal
process would be in violation of an order of a court of competent jurisdiction within the
United States,

Points of Contact: Within sixty (60) davs afier execution of this Agreement by all
parties, Stratos shall designate points of comlact within the United States with the
authority and responsibility for accepting and oversecing compliance with Lawful U.S.
Process. The points of contact will be available 24 hours per day, 7 davs per week and
shail be responsible for accepting service and mainining the security of Classified
Information and any Lawtul U.S. Process for Electronic Surveillance in accordance with
the requirements of U1.S. faw. Stramog will immediately noify in writing the DOJ and the
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39

3.10

EA

FBI of such designation, and theveafier shall promptly notify the FBE and DOJ of sy
change in that designation. The points of contact shall be resident [J.S. citizens who are
eligible for appeopriate U.S. security clearances. If necessary to receive or handle
Sensitive or Classified Information, Stratos shall cooperste with any request by 2
govemment entity within the United States tat a background check andlor securiiy
clearance process be completed for a designated point of contact.

Security of Process: Stratos shall protect the confidentiality and security of all
Lawful U.S. Process served upon it and the coafidentiality and security of Classified
Information and Sensitive [nformation in accordanee with U.S, federal and stote law or
reguiations,

Notice of Gbligstions: Stratos shall instrct appropriste officials, employees, contractors
and agents as to their obligations under this Agrecment and Issug periodic reminders o
them of such obligations.

lassified or Sensitive Information: Nothing contained in this Agreement shail
limit or affect the authority of & U.S. government agency to deny, limit or revoke Stratos”
access to Classified and Sensitive [nformation under that sgency’s rurisdiction.

Reporting of Incidents: Stratos shall take practicable steps 1o ensure thet, if any Stratos
official, emplayee, contracior or agent ocquires eny information that reasomably mdicates:
(i) a breach of this Agreement; (i) Electronic Surveillance conducted in violation of U.S.
federal, stale or Jocal law or regulstion; (Jii) access 1o or disclasuse of CPNI or Subscriber
Information in viclation of U.S, federal, state or local Iaw or regulation (except for
violationg of FCC regulations relating to improper use of CFNI); or (iv) improger access
to or disclosure of Classificd Information or Sensitive Information, then Siratos shall
notify the FBI and DOJ. This report shall be made pronepdy and in any event no Iater
than ten (10) calendar days after Stratos acquires such information. Stasos shail lswfuily
cooperate in investigating the matters described in this Section. Stretos meed not report
informstion where disclosure of such information would be in violation of an order of a
court of competent jurisdiction withia the United Stes. This Section is effective thirty
{30) calendar days afier execution of thiz Agreement by ail Parties.

Notice of Decision 1o Store Information Outside the United States: Stratos shall provide
to the FBI and DOJ thirty (30) calendar days advance notice if Stratos (or any entity with
which Siratos has contracted or made other amangemenis for dota o commamications
processing or storage) plans o store owside of the United States Domestic
Communications, Transactional Data. Call Associsted Data, or Subscriber Information
that was previously stored within the United States. Such notice shall. at a minimum, (a)
include a description of the type of information w be stored outside the United States. (b)
identify the custodian of the information if other than Siratos, (¢) idemify the Tocation
where the information is to be stored. and (d) identify the factors considered in deciding
to store the informalion outside of the United Staies (see Section 1.7y This section is
efTective thiny (30) calendar days after exccution of this Agreemen by af] Parties.
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317

Joint Yentures: Stralos may enter inio joint ventures under which the joint venture or
entity may provide Domestic Communications. Ta the extent Strates does not have de
Jacto or de fure control over such joint wenture or entity, Stratos shall in good faith
cndeavor o bave such entity comply with this Apreement as if it were a subsidiary of
Stratos and shall consult with the FBI or the DOJ about the activities of such entity. This
Section is effective upon execution of this Agreement by all the Parties. Nothing in this
Section relieves, nor shall it be consirued to relicve, Stratos of its obligations under
Sections i.5and 1.7.

Quisourcing Thind Pagties: If Stratos outsources Amctions covered by this Agreement to
a third party, Ststos shall take reasonable steps to ensure that those third parties comply
with the applicable erms of this Agrecment.

Access 1o Information: In response 10 reasonable requests made by the FBI or the DO,
Stratos shall provide access to information concerning technical, physical, management,
of other security measures and other reasonably available information needed by the DOJ
or the FBI to assese compliance with the terms of this Agreement.

Yisits and Inspections: Upon reasonable notice and during rexsonable hours, the TBI and
the DOJ may visit and inspect any part of Suratos’ Domestic Communications
Infrastructure and security office for the purpose of verifying compliance with the tetmns
of this Agreement. Stratos may have appropriate Stratos employees accoppany 1).5.
govemment represeaiptives throughout any such inspection.

Access 10 Personne]: Upon reasonable notice from the FB1 or the DOJ, Stratws will make
available for interview officers or empioyees of Stratos, and will seek to require
contractors 1o make available appropriate personnel located in the United States who are
in a position o provide information 1o verify compliance with this Agreement,

Annual Report: On or before the fast day of January of cach ycar, a designated senior
corporate officer of Stratos shsl! submit w the FBI and the DOJ 3 report assessing
Stratos’ compliance with the terms of this Agreement for the preceding calendar year,
The report shall include:

() acopy of the policies and procedures adopied 1o comply with this Agreement;

(1i) a summary of the changes, if any, to the policies and procedures, and the reasons for
those changes;

(iii)a summary of any known acts of noncompliance with the terms of this Agreement,
whether inadvertent or intentional, with a discussion of what steps have been or will
be taken to prevent such aets from oceurring in the future; and

(iv)identificarion of any other issues that. o Statos’ knowledge, will or reasonably could
affect the effectiveness of or compliance with this Agteement.
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ARTICLE IV: DEFINITIONS

A3 used in this Agreement:

4.1

4.2

43
4.4

4.5

4.6

4.7

4.8

“Caj| Associated Data” means any information possessed by Stratos rebating to a
Domestic Communication or relating o the sender or recipient of that Domestic
Communication axi may include without limimtion subscriber identification, catled party
number, calling party numbes, start time, end time, call duation, feature mvocstion and
deactivation, featare interaction, registration information, usér location, divented to
nwmber, conference paty numbers, dual tone multifrequency (dialed digit extraction),
inband and owtofband signaling, and party add, drop, and bold.

“Classified information” means any information that has been determined pursuant to
Executive Ovder 12958, or any predecessor or successor Exccutive Order, or the Atomic

Energy Act of 1934, or any statute that snceeeds or amends the Alomic Esergy Act, o
rTequire protection against unavthorized disclosure.

“De facio™ and “de jure” control bave the meaning provided in 47 C.F.R. § 12110,

“Domestic Communications” means (1) Wire Communications or Elecironic
Communications (whether stored or not) between a U.S.-Licensed MET and another U.5,
location, and (i) the 1.8, portion of a Wire Communication or Electronic
Communication {whether stored or not) that originates from or termimates o a 1).5.-
Licensed MET.

“Domestic Communications [nfrastructure™ means the facilities and equipment of Stratos
used 1o provide, process, direct, control, supervise or monage Domestic Communications.
Domestic Communications Infrastructure may be located, for bong fide commercial
reasons, outside the United States.

“Electronic Communication™ has the meaning given it in 18 U.S.C. § 2510(12).

“Electropic Surveillance” means (i) the inierception of wire, oral, or clectronic
communications as defined in 18 U.S.C. §§ 251(T), (2), (4) and (I2), respectively, and
electronic surveiltance as defined in 50 U.S.C. § 1301(f); () access W stored wire or
electronie communications, as referred to in 18 US.C. § 2701 ef seq.; (iii) acquisition of
dialing or signaling information through pen register or trap and trace devices or other
devices or features capable of acquiring such information pursuan to law as defined in 13
U.S.C. § 3121 ¢ seg. and 50 U.S.C. § 1341 ¢r 5eq.; (iv) acquisition of location-related
information conceming a teleoosnmunications service subseriber; (v} preservation of any
of the above information pursiant 10 13 U.S.C. § 2703(f); and (vi) including access to, or
aequisition o interpretation of, communications or information as described in (i)
through (v) above and comparable Stase laws.

“Foreign” where used in this Agreement, whether capitdlized or lower case. meany non-
u.s.

.9.
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4.9

4.10

4.11

4.12

4.13

4.14

4.15

4.16

“Intercept™ or “|ntercepted™ has the meaning defined in 18 U.5.C. § 2510(4).

“Lawiul U.S. Process” means lawful requests by U.S, federal, state or local law
enforcement agencies or U.S. inteliigence agencies, costifications, and court orders
regarding Electronic Surveillance and the acquisition of Subscriber Information.

“Non-13.8.-Licensed MET™ means an Tnrnarsat MET that is not covered by a Stratos
license or authorization to provide service to METSs inside the United States.

“Parties™ bay the meaning given it in the Preamble.
“Pro forma sssignments” or “pro forma transfers of conrel” are transfers ot assignments

that do oot “involve a subsiantiaf change in ownership or control™ of the licenses as
provided in 47 11.5.C. § 309(c)(2XB).

“Sensitive Information™ means unclassified information reganding (i) the persons or
factlities thut are the subjects of Lawful U.S. Process, (i) the identity of the poverument
ngency of agencies serving such Lawful 11.S. Process, (it} the location or identity of the
line, circuit, transmission path, or other facilities or equipment used to conduct Electronic
Surveillance, (iv) the means of carrying out Electronic Survetllance, (v} the type(s) of
service, welephone aumber(s), records, communications, or facilities subjected to Lawful
U.S. Process, and (vi) other unclassified information designated in writing by an
authorized officinl of a federal, stare or local law enforcement agency ora U.S,
intelligence agency as “Sensitive Information.”

“Subscriber Information” means information of the type referred 10 and accessible
suhject 1o procedures specified in 18 U.S.C. § 2703(c) or (d) or 18 U.8.C. § 2709. Such
information shall also be considered Subscriber Information when 1t is sought pursuant to
the provisions of other Lawfut U.S. Process.
~Transactiona] Dats™ means:

&) any “call identifying information,” as defined in 47 U.S.C. § 1001(2), possessed by
Stratos, including without limitation the telephone number or similar identifying
designator associated with 2 Domestic Communication;

b) Internet address or similar identifying designator associated with a Doenestic
Cormunication;

¢} the time, date, size and duration of a Domestic Communication;

d) any information possessed by Stratos relating specifically to the identity and physicat
address of a Stratos U.S. subscriber. user, or account payer:

-10-
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